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[Tporpama JI0JaTKOBOTO BCTYIHOIO iCMUTY A0 acnipantypu (PhD JIOKTOpaHTypH) 3i

cnetianprocti 125 «Kibepbesneka Ta 3axuct inopmattin pigobpaae 0a3oBi po3ALIH
TEOPETHYHHX Ta MPAKTUYHHX OCHOB KibepbesnexH.
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[uranus:

JaxuiuieHi BipTyanbHi kananu. Kananbuuil piBeHb mopeni OSI (nporokonn PPTP,
L2F, L2TP Towo). MepexeBHii Ta ceaHCOBHH pixi mMozeni OSI (mpoToko/y sul
Socks, S/Key To1110).
I[Tporokon IPSec. Apxirexktypa saco6iB Gesnexn npotokony IPSec. Ilpotokcnu
3aronoBKy ayTeHTH(}IKaLiT Ta IHKancynboBaHOrO 3aXHCTY.
Ocob6nUBOCTI HANAIITYBaHHA 0a30BMX MapaMeTpiB dyHKLUioOHYBaHHs OpaHaMayepa y
pi3HMX OnepauiiHuX cHcTeMax. dynxuionanbHi 0co6aMBOCTI Ta kpuTepii OLIHKH
MisKMepexKeBUX EKPaHiB.
[MousiTTs BipTyaibHOI TMpHBATHOT Mepexi. Knacudikaiiss T@a OCHOBHI yHKUII.
OcoBnuBOCTI iX 3acTocyBaHHs A Oe3mexu AepiKaBHHX indopmalifHiIX pecypciB.
[Mo6ynosa 3zaxumenux VPN: Ha Gasi cremianizoBaHuX anapatHHUX 3acobiBs,
MiKMepeKeBHX EKpaHiB Ta MapiIpyTH3aTOPIB.
[Monstrs Ta knacuikaiia Oe3POTOBUX TEXHOMOTIH 3aXMCTY iH(popMaLIHHIX
pecypciB. Buau atax Ha 6e3/1poTOBI iHclmpmauii&Ho-TenemeiKauiﬁHi CHCTEMH Ta
Merond BMNpoOyBaHHA iX  CTIHKOCTI. [TopiBHsUTHMI  aHali3  TEXHOJOriH
6esnporosoro 38’ a3ky [EEE 802.11 Ta 802.16 3 ToukH 30py iHGOpManiiHOT Oe3neKH.
OCHOBHI TepMiHH Ta TIOHATTA KPUNTOrpadiuHOro 3axucty indopmatiifHux pecypeis.
Knacudikauis wudpis Ta OCHOBHI BUMOTH 10 HHX. Pexumu wm@pyBanss. [ToHATTA
0BYMCTIOBAILHOT, IPaKTHYHOI Ta TeopeTHKo-iHpopMAaLifHOT CTIHKOCTI.
CuMeTpHuHi KpunTorpadiuni airopuTMH, MpUHLHITH no6yaoBi Ta 0COOIUBOCTI IX
sactocyBanHs. Knacudikauis 610KOBHX Ta MOTOKOBHX mubpis. AHani3 Cy4acHHX
AJITOPHTMIB i3 CEKPETHUM KIIOYEM (AES, ICTY 7624-2014, RC6 Ta in.).
CyTHicTe npoGiaemu po3noaimy kmouiB wUpYBaHHs Ta CcydacHi cnocodH il
BUpilIeHHs (acuMeTpH4HA Kpunrorpadiss, KBaHTOBHH PO3MOAL] KIKOHIB TOUIO).
MeTo po3noiIy kmoyi Jdidi-Xenmana (nmpuknan). Inmi cxemu po3noiTy KITFO4IB.
AcumeTpHyHI Kpurrorpadiusi anropuTMH. [puHuHnM nodyaoBH Ta 0cOBIHBOCTI
sactocyBaHHA. I[IOMATTS Ta NPHHUAIH BHKOPHCTAHHS NP-cknagHux 3aga4 B
acHMETPHYHIH kpunTorpadii. Kpunrocucrema 3 BifkpuTHM Kirouem RSA (npuknan).
CyTHiCTh aCMMETPHYHHX kpunTorpadiuHuX MepeTBOpeHb y KUIbLi ULIHX HHCel,
nonsix Tasya Ta y rpyIi TOUOK eNINTHYHUX KPHBHX.
EnexTpOHHHUH udpoBHii MIAMAC Ta HOro 3acTocyBaHHS. CranaapT eneKTpoHHOrO
1udpoBOro MiANKCY (JICTY 4145-2002, ISO/IEC 14888-3(15946-2), FIPS 186-3 Ta
in.). Cucrema eneKTpORHOTO nudposoro mianuey Ykpainu Ta ii 3acTocyBaHHs 1A
3aXUCTy AepKaBHHX iHopMaLiiHUX pecypcis.
Kpantopa kpunrorpadis. Ilpuuuunu Ta ocnosri nporokony. KsantosHil po3noil
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KITH04IB TA KBAHTOBMI MpaMuil GesneuHui 3B'A30K. OcHOBHI NMOHATTA, MPHHLHKIHK Ta
npoTokonH. [IpHHLMNA moOynosu Ta 3aCTOCYBaHHS KBAHTOBHX CHCTEM 3aXHCTY
indopmattii.

Ataki Ha kpunrtorpadiuni cucremu. [lonarts Ta knacugikauis. Kpunroananis
knackunix wHdpis. Kpunroananis cucTeM wHdpyBaHHs 3 BIIKPHTHM KITIHOHEM.
HoBsiTHi TexHOMOrii KpunToaHanisy (KBaHTOBI AITOPHTMH, CyTIEpKOMIT IOTEPH Ta
HelpOHHI MepeXxl).

[MousTrs Ta 6a30Bi TepMiHH cTeraHorpaivyHOro 3aXHUCTY indopmauii. Kpurepil
creranorpadivsol crifikocTi. 3acTocyBaHHA cteraHorpadiuHHX METOJIiB /UIS 3aXHCTY
indopmauiitnux pecypcis. Lingposa Ta koM’ loTepHa creraHorpadis (MPHHLKIHK Ta
zactocyBaHHs). OCHOBHI aTaK# Ha creragorpagivyHi CHCTEMH 3aXHCTY indopmattii.
Konuemntiiis HauioansHoi Oe3nexu YKpaiHu. 3arpo3u HaLiOHANBHIN Gesneri YKpalHH
B indopmaiituii cdepi.

XapaKTepUCTHKH 3aXHILIEHOCT] iHdOpMaLliHHUX pecypcis. Mogens CIA.

3arposu Oe3neui JiepKaBHUX indopmauiiiHuX pecypeis. TumoBi ypasnuBOCTI
indopmallifHUX Ta KOMYHiKaUIHHHX CHCTEM, NPHIMHH ix noseu. Knacudikanis aTax
Ha JiepiaBH] peCypCH.

[ToHSTTS Ta KaTeropmsallis AepKaBHHX iH(oOpMaLliHHUX pecypciB. [IpuHIMIH Ta
piBHI 3aXHCTY AepKaBHUX iHpOpMALIHHIX pecypciB iHopMaLiHHO-KOMYHIKaIlIHHHX
CHCTEM.

KoMIUIeKCHi cHeTeMH 3axucty indopmarii. Etarmi moGyaosu. Buau eunpobysass Ta
BHMOTH JO NpOBEJeHHS BHUNPOOYBAaHb KOMIUIEKCHMX CHCTEM 3aXHCTY iHopmanil
(nepiaBHHX iH(OPMALIHHUX PeCypeiB).

Kputepii OLIHKH piBus  iHbOpMAaLiHHOT Gesrekd 3@ HALllOHATBHUMH  Ta
Mi>KHApOAHHMH CTAHJApTaMH. HopMaTtuBHi JOKYMEHTH 3 OLIHIOBaHHA 3aXHIIEHOCTI
indopmaliitHuX pecypcis.

CrcTemMd MeHeIKMeHTY indopmauiiinoi Gesnexu. AyIHT CHCTEM MEHEKMEHTY
iHhopmattiiHol De3NeKH,

Craugapti cepii 27K. OCHOBHI NMPHHUAMK Ta 3aBJAHHA. OcHOBHI MOJIOXKEHHA Ta
CTPYKTypa CTaHAapTy ISO/IEC 27001:2005. Hdogatox A craugapty ISO/IEC
27001:2005. Peani3alis BUMOI' CTaHIApPTY.

Knacudikaliis pu3HKiB indopmauiiinoi Gesnexu. OCHOBHI METOZIH OLIHKH Ta aHanizy
indopMaLiAHUX pU3HKIB. PU3HK-MEHEDKMEHT CTaHAAPT NIST 800-30 ta ISO 27002.
CoujotexHiuHa Oesnexa. OCHOBHI ANFOPUTMH COLIOTEXHIUHMX aTak Ha JepiKaBHi
inopmalliiini pecypcH Ta peKOMEHAALIT WOA0 3aXKCTY BII HUX.

Ocuopu TuiaHyBaHHs  OesnepepBHOCTI  pOOOTH  JepiKaBHHUX iH(opmariiHo-
KOMyHiKaliHHHX CHCTEM Biamosigno no I'CTY CVIB 2.0/ISO/IEC 27002:2010.
Po3po6ka Ta TECTYBaHHS IIaHy BCP.

[TousTrs Ta xnacudikallis iHUMAeHTIB iHGopmauiiinoi Oesnexu BiANOBiAHO 1O
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MIKHAPOJHUX CTaHAapTis Ta pekomenaauii (1ISO 18044:2004, ISO/IEC 27002:2003,
MOD, ITU-T E.409 Touuo).

26. OcobnusocTi opradizauii Ta (QyHKUIOHYBaHHA KOMaH/ (rpyn) CERT/CSIRT.
OpranizauiiiHi  CTpyKTypu Ta ynpaBniHChKi  MexaHi3Md.  JlokyMeHTauiitHe
sabesneuenns. Jlisnbaicrs CERT/CSIRT B opranax JIepIKaBHOI BITajIH.

27. TlopiBHsnbHMii aHAJII3 MKHAPOAHHMX CTAHapTiB Ta yKpaiHCHKOI HOpMATUBHOI Da3u B
yacTMHI ynpaBminHs iHuMAenTamu indopmauiiHoi Gesnexy.

28. CucTema ynpaBliHHs iHUMAeHTaMK iHbOpPMALIAHOT Oe3neKy: (a3u KUTTEBOTO LIHKITY
Bignosimso g0 Momeni PDCA. Apxitektypa Ta (yHKLUl THUIOBOI CHUCTEMH
yIIpaBNiHHs iHUMAeHTaMH) iHOPMaLLiiHOT De3eKH.
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